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INTRODUCTION Model Architecture Results

Experimental Setup

= FL: 10 clients, Dirichlet a = 0.1, 20 rounds, 10 local epochs
= Optimizer: Adam (Ir=1e-3), Batch: 32
= DP: e = 1.0/round, Aggregation: softmax 7 = 0.5

Federated Learning (FL) enables decentralized ML across clients without sharing raw data, vital Classical Component: Convolutional Neural Network (CNN)

for privacy-sensitive domains. = 3 conv blocks (conv — RelLU — maxpool)

Key FL challenges » Extracts local features, flattened to R%"

= Statistical heterogeneity (non-11D) Quantum Component: Parametric Quantum Circuit (PQC)
= Privacy leakage

= Communication overhead

= 4 qubits, 2-layer Strongly Entangling 7 et

= Amplitude Encoding: |v;) = > x;|)
= Rotation + CNOT gates, followed by Pauli-Z measurement
= Outputs: fpac(z) € R*

Table 1. Performance comparisons of different models across three datasets are shown. The table displays the
average loss and accuracy in percentages for the models in our experiment across three different datasets. Each
metric is reported as the mean 4 standard deviation, calculated over five experimental runs. Bold values indicate
the best performance in each dataset column.

Limitations of existing approaches

= Quantum FL (QFL): Improved expressivity, lacks privacy/non-11D robustness [1]
= Privacy-preserving techniques: Protects data but reduces utility or incurs overhead
= Compression [2]: Efficient but ignores quantum or privacy synergy

Final Fully Connected Layer and Output
* Fully connected layer (FC4): R* — R™
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= AdeptHEQ-FL (4-qubit 2-layer) achieves highest accuracy across all datasets

= Efficient & Resource Sensitivity: Fewer qubits/layers reduce performance, esp. for complex
data

= Ablations confirm benefits of adaptive aggregation and layer freezing

3. Efficient Dynamic Layer Sparing reduces communication overhead
4. Theoretical Convergence Analysis guarantee under all components
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Figure 2. 4-qubit 2-layered PQC of AdeptHEQ-FL comprising amplitude embedding, two Strongly Entangling
Layers (parameterized R., R,, R. rotations), CNOT-based entanglement, and projective measurements. The
CNOT connectivity ensures full inter-qubit interaction within each layer.

= Client: Trains CNN+PQC, adaptively freezes layers, encrypts final layer (CKKS)
= Server: Aggregates encrypted layers using DP-weighted accuracy, sends global model

Conclusion & Future Work
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AdeptHEQ-FL is a privacy-preserving, communication-efficient, and expressive hybrid FL

Difterential Privacy

e framework. [t tackles non-IID challenges using DP-weighted aggregation, leverages hybrid
~ Federated Learning Mechanisms models, and redu;es communication via adaptive freezing—all while maintaining convergence
v - g{ Output guarantees and high accuracy.
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= Quantum layers remain unfrozen for adaptability and expressivity

HE (CKKS scheme)

https://github.com/Abrar2652/QML-FL

Figure 1. Overview of the AdeptHEQ-FL framework.

= Only FCy encrypted
= Aggregation over encrypted vectors (multiplicative depth 3, ~ 128-bit security)
= Polynomial modulus degree: 8192, scale: 22V

1st International Workshop on Biomedical Image and Signal Computing for Unbiasedness, Interpretability, and Trustworthiness (ICCV 2025)

30 - July 5, 2024, pages 1-9. IEEE, 2024.

(2] Zhenyuan Guo, Lei Xu, and Liehuang Zhu. FedSIGN: A sign-based federated learning framework with privacy and robustness guar-
antees. Comput. Secur., 135:1034/4, 2023.

Jahin@usc.edu


https://github.com/Abrar2652/QML-FL
mailto:jahin@usc.edu

	References

